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Annomayua. B pabome na npumepe KOMMYmMamopog 8mopo20 YPOGHS PACCMAMPUBAETNCS
MemoOUKa ucciedoB8anuss cemesozo obopyoosanus. Ilokazamsl, ocobeHHOCMU KOHGUYPUPOBAHUSL
BUPMYANbHLIX J0KATbHbIX cemeu VLAN na 6aze nopmoe. Ilpusedena cmpykmypHas cxema
1a60pamopHo20 CmeHoa, peanu308aHHo20 Ha ocHoge 08yx kommymamopos Cisco 2924 XL.
Ilpusedena memoouxka HACMpOUKU U NPoepKU Koppekmuocmu @ynkyuonuposanus VLAN 6
PA3TUYHBIX PEHCUMAX.
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BBenenue

Lenpro paboTbl sABiISETCS pa3pabOTKa METOJUKH MCCIEIOBAHUS alapaTypbl
cereBoM KoMmmytaruu. VMccimemoBaHue MPOBOAMUTCS MYyTEM HACTPOUKHU CTPYKTYPHI
nokansHOU cetn Ethernet, BRIMOTHEHHONW HA OCHOBE KOMMYTaTOPOB BTOPOTO YPOBHS
Cisco Catalyst 2924 XL.. OueBunno, uro TexHosnorusi Ethernet sBrisroTcst 6a30BoiA
JUIsT OOJBIITMHCTBA TEJICKOMMYHUKAIIMOHHBIX TPWIOKEHUH, HAmpuMmep, mepeaada
JAHHBIX 4yepe3 WHTepHET, [P-renedonus u uaTepakTHBHOE TeneBuaenue [1, 2, 3, 4,
5].

1. BupryanbHble J0KAJbHbIE CETH

B xome mepenaum wmHbOpMaIMM KOMMYTAaTOPbl BTOPOTO YPOBHS W MOCTHI
3alIOMUHAIOT amllapaTHBIN apec UCTOYHUKA U3 KaXKJI0T0 MOJIy4YeHHOT0o HHTepdericoM
KaJipa ¥ XpaHsAT 3Ty uHopMmauuio B cBoei 6aze nanubix MAC-aapecos [1].

B Ttakux ctpykrypax 3(PEeKTUBHO HCIOJIH30BAHUE BUPTYaTbHBIX JIOKAJIbHBIX
cerei wm Virtual Local Area Network (VLAN), koTopble OTIMYaeTCs OT
(u3HUECKO CEeTH TeM, YTO 00ECIEeUMBAIOT pa3J/IeJ€HUE MAaKETOB B JIOKAJILHOM CETU
TaK, Kak eciu Obl 3T0 Obuid pasHble Qu3nyeckue noacetn. C momompbio VLAN
OpraHu3yeTcs JEJICHUE CETH Ha Pa3IMYHbIE HECBA3AHHbBIE COCTABIISIONIHUE.

OcHOBHbBIE BapHaHThl OpPraHU3allul BUPTYaJbHbIX JOKAJIbHBIX ceTei: VLAN Ha
6aze moproB, VLAN HnHa 6aze MAC ampecoB, VLAN Ha OCHOBE METOK B
JOTIOJIHUTEILHOM TI0JIE KaJIpa, CO3[JaHUE BUPTYAIbHBIX JIOKAJIBHBIX CETE HA TPETHEM
ypoBae OSI. B pabore c mnpakTUuecKOW TOYKH 3pPEHUS PACCMATPUBACTCS
dbopmupoBanre VLAN Ha 6aze mopTos.

2. Onucanue J1a00paTOPHOIl YCTAHOBKH

JlabopaTopHast paboTa BBIIOJHSIETCS HA OCHOBE KOMMYTAaTOpax BTOPOTrO YPOBHS
tuna «Cisco 2924 XLy pa3MelieHHbIX B OJHOM MOHTa)XKHOW CTOMKE THUHOpa3zMepa
19”. VYmpomieHHass CTpPYKTypHas cxeMa JIa0OpaTOpHOTO CTEHAa HW300pakeHa Ha
puc. 1.
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Puc. 1. CTpykTypHasi cxeMa jJ1adopaTOpPHOil YCTAHOBKH

3. OcobenHocTH PadOTHI MOPTOB M HACTPOKAa KOMMYTATOPOB Cisco

[TopTel KOMMYTaTOpPOB PabOTAIOT B PEKUME IIOPTA IOCTyIA K CETH (access port),
b0 B pexkuMe MaructpaibHoro nopta (trunk port). IlopTel gocTyna npuHamiexar
omHoi VLAN-cetu W He 00ecneyuMBalOT KakKoro-inbo HACHTU(DUKAIIMOHHOTO
MapKuUpoOBaHUs (PperMOB, KOTOpbIE MepenalTcs Mexay Kommyrtaropamu. llopt
J0CTyTa TpaHcopTupyeT Tpaduk, cienyomuid or VLAN-ceTu, koTopas Ha3HayeHa
naHHoMy mnoprty. Iloptel noctyma xommyraropa Il ypoBHSA npegHasHadeHbl IS
MOAKITIOYEHUS pPaO0YHX CTAHIIUN WM HEYIIPABISIEMbIX KOMMYTATOPOB [6].

MarucTpanbHble NOPTHI IPEAHA3HAYEHBI JUIsI OPraHU3aLUU TPaHK-MarucTpaiei
MEXIy KOMMyTatopamu. MaructpaiabHble IIOPTHI 10 YMOJYaHUIO SBJISFOTCS YICHAMU
Bcex VLAN-ceTeil, opraHn30BaHHBIX Ma KOMMYTaTOpe, U TPAHCIOPTUPYET Tpaduk
BCEX ceTed MexIy KoMMmyTaropamMu. UYToObl paszinyaTh MOTOKH, MarucCTpajbHBIN
MOPT C MOMOIIBIO METOK (tags) momevaeT (ppeliMbl B IpOLIECCE UX Mepeadl MEeXI1y
KOMMYTaTOpPaMH.

KommytaTopsr Cisco umeror Heckoiabko VLAN, 0O0bSIBICHHBIX 110 YMOJTYAHHUIO.
Cetrb VLAN 1 o0ObsBIIEHA BCeraa, U BCE aKTUBHBIE MOPTHI CTPYNIHUPOBAHBI B HEE 110
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ymosyanuto. JlonosuurenbHo o0bsBiIeHbl ceth VLAN 1002...1005 ams FDDI u
Token Ring. Otu cetn ABISIFOTCS 9acThI0 KOHPUTYpAINH 11O YMOJTYAHUIO.

Jis co3maHusi BHUPTYaJbHBIX JIOKAJIbHBIX ceTedl Ha obOopynoBanuu Cisco
ClleqyeT HCIOJb30BaTh Jajieeé OMUCAaHHYI0  TOCJIEI0BaTENbHOCTh  KOMaH]I.
PaccmoTtpum nopsinok komana Ha mpumepe coznanus VLAN 10 mytem o0bennHEeHUS
IIOPTOB KOMMYyTaTopa ¢ Homepamu ot 17 no 19.

#configure terminal

Enter configuration commands, one per line. End with
CNTL/Z.

(config) #interface VLAN 10

(config-subif) #description student vlan 10
(config-subif) ffexit

(config) #interface fastEthernet 0/17
(config-if) #switchport access wvlan 10
(config-if) #exit

(config) #interface fastEthernet 0/18
(config-if) #switchport access vlan 10
(config-if) #fexit

(config) #interface fastEthernet 0/19
(config-if) #switchport access vlan 10
(config-if) #fexit

(config) #fexit

#

Pexxum MULTI VLAN mno3BosisieT CKOH(QUTYpUpOBaTh MOPTHI, BXOMSIINE B
HECKOJIbKO BUPTYaJIbHBIX JIOKAJBbHBIX ceTell. [lanee B KauecTBe IpUMeEpPa pacCMOTPEH
nopsigok koman Ha npumepe coznannst VLAN 20 u VLAN 30, u pa3penienne nopty
c HomepoM 15 pabotath ¢ ykazanueiMu VLAN.

#configure terminal

Enter configuration commands, one per line. End with
CNTL/Z.

(config) #interface VLAN 20

(config-subif) #description student vlan 20
(config-subif) #fexit

(config) #interface VLAN 30

(config-subif) #description student vlan 30
(config-subif) #fexit

(config) #interface fastEthernet 0/15
(config-if) #switchport multi vlan 20,30
(config-if) #switchport mode multi
(config-if) #fexit

#
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4. Co3naHne BUPTYAJIbHBIX JJOKAJIbHBIX KOMIIBIOTEPHBIX CeTel

IIpn HaAcTpolKe BHUPTYyaIbHOM CETH CIEAYET ONPEACIUTbh HA KOMMYTATOpax
Hanuuure HacTpoeHHbIX VLAN, 11 3Toro ucnosib3oBath kKomanay #show vlan.

PaccmoTpum co3maHME BUPTYaJdbHBIX JIOKAJBHBIX CETEHW B COOTBETCTBHUU C
KoH(uUrypamuet, 3aganHoil B Tabm. 1. Jlnsg co3maHust cleayeT HCIoIb30BaTh
IIOCJIEZ0BATEIBHOCTD KOMaH/I 110 aHAJIOTHUH C II. 3.

Taoauna 1
Kondgurypauusi BUPTYaJbHbIX JOKAJBHBIX CeTEH
KommyTtaTop A
Haumenosanue
VIAN VLAN 2

®.1.0. ucnonnurens. Hanpumep,

Onucanue VLAN Ivanov S.D.

Homepa noptos 9...12, 16

Ha BtrOpoM »Tame cieayeTr npoBEpUTh NPaBUIBLHOCTH co3aaHus VLIAN c
IIOMOIIIbI0 KOMaH/bl #show vlan u npoBepuTh HAJIMUYUE CBSI3U MEXKIY OTIAECIbHBIMU
KOMITBIOTEPAMH, BXOIAIIMMHU B pazinyHble VLAN ¢ nomMompo KOMaHael ping. CBs3b
MEXIy KOMIbIOTEpaMu B Tmpenenax oxHod VLAN [omKHA CylIeCTBOBATh.
Pe3ynbrarel TecTHpoBaHusd ciaeayeT ohOpMUTh B BUJE TaOIuIIbI IO (hopme TadiI. 2.

Ta0auma 2
Pe3ysbTaThl TECTUPOBAHNSI KOHPUTIYPALIMHU JIOKAJBHOM CETH
PesynbTar
Cpennee

Anpec Anpec

JloctynHOCTB BpEMSI [Ipumeyanue
HWCTOYHHMKA | HA3HAYCHUS

y37a Ja/HeT | OTKJIMKA,
MC

Komanna

Onpenenenne  MAC-agpecoB  NOAKIIOYEHHOTO K KOMMyTaropy A
000pyI0BaHUs peaIn3yeTCsl UCIOJIb30BaHHEM KoMaH/Ibl #show mac-address-table.
B pesynbrare cnegyer ompenenuTh HalWuue OOOpYAOBaHUS, MOJKIIOUEHHOIO K
KOMMYTaToOpy A, U HE NOKa3aHHOro Ha cxeme puc. 1. Coxpanutb B npotokon MAC-
aapec d3TOro O0OpYyNOBaHMS UM COXPAHUTh OJEKTPOHHBIA TMPOTOKOJ  BCEX
BBITIOJTHEHHBIX JEHUCTBUM I JAJIBHEUIIIETO aHaIn3a.

3akJiroueHue

Pa3paboTanHass MeToaMKa TMO3BOJIIET TPOBOAWTH MCCIIEIOBAHUE CETEBOTO
000OpyZI0BaHUs, PEaTM30BAHHOTO HA OCHOBE KOMMYTATOPOB BTOPOTO YPOBHS.
JIOCTOMHCTBO METOJAMKM — BO3MOXKHOCTh €€ pealu3aludd Ha Jo00M JTare
HCIIOJIb30BAaHUS CETEBOTO OOOpYAOBaHWS M BO3MOXHOCTb HCIIOJB30BaHUS IS
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o0opymoBaHusi OOBIX mpoum3BoauTenei. IlpakThuueckm MeToaWKa TOKa3aia
3¢ ()EKTUBHOCT, U B XOJ€ MOJATOTOBKH CHEIUAIMCTOB MO OOCITYXKHBAI0 CETEBOTO
000pyI0BaHUS.
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Abstract. This paper uses the example of second-level switches to study network equipment.
Features of configuring port-based virtual local area networks (VLANs) are shown. A block
diagram of a laboratory stand based on two Cisco 2924 XL switches is shown. The method of
configuring and checking the correct functioning of VLANs in various modes is given.

The purpose of this work is to develop a methodology for studying network switching
equipment. The study is performed by configuring the structure of the local Ethernet network based
on the second-level switches of the Cisco Catalyst 2924 XL. It is obvious that Ethernet technology is
basic for most telecommunications applications, such as data transmission over the Internet, IP
telephony, and interactive television.

During data transfer, second-level switches and bridges store the source hardware address
from each frame received by the interface and store this information in their MAC address
database.

In such structures, it is effective to use VLANs, which differ from the physical network in that
they separate packets in the local network as if they were different physical subnets. The VLAN is
used to divide the network into various unrelated components.

Cisco switches have multiple VLANs declared by default. VLAN 1 is always declared, and all
active ports are grouped into it by default. Additionally, VLAN 1002...1005 networks for FDDI and
Token Ring are announced. These networks are part of the default configuration.

When configuring a virtual network, you should determine whether the switches have
configured VLANs. to do this, use the #show vian command. Determining the MAC addresses of
hardware connected to switch A is implemented using the #show mac-address-table command. As a
result, you should determine whether there is hardware connected to switch.

The developed method allows conducting research of network equipment implemented on the
basis of second-level switches. The advantage of the method is that it can be implemented at any
stage of using network equipment and can be used for equipment of any manufacturers. In practice,
the method has shown effectiveness in the course of training specialists in network equipment

maintenance.
Key words: Virtual Local Area Network, VLAN, OSI, switch, Ethernet

Cratbs otnpasiena: 23.06.2020.
© CaBoukuH A.A.

Hayunviii 632250 6 bydywee 17 ISSN 2415-766X (B) / 2415-7538 (0)





